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1. HACHOPT ®OHJIA OHEHOYHbIX CPEACTB

no mucuuiuinHe «MHpopmanmonHass 0e30macHOCTs B MPO(ECCHOHANBHOU JesTeIbHOCTH
nearora»

OneHoYyHBIE CpEACTBA COCTABISIIOTCS B COOTBETCTBHMM C pabouell MporpaMMoit
JUCITUTUIMHBL U TIPEICTABISIOT COO0W COBOKYITHOCTh KOHTPOJIBHO-U3MEPHUTEIHHBIX MAaTEPHUAIOB
(TunoBble 3amauM (3a7aHusl), KOHTPOJbHBIE PAOOTHI, TECTHl M Jp.), MpeIHAa3HAUYECHHBIX IS
U3MEPEHUS YPOBHS JOCTIKEHUS O0yUJaIONIMMHUCS YCTAaHOBICHHBIX PE3y/IhbTaTOB O0yUCHUSI.

OneHouyHbIE CpElICTBA HUCIOJB3YIOTCS MpPH TMPOBEACHUUM TEKYIIEr0  KOHTPOJIS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTaIUH.

Tabmuua 1 - [lepeyenb KoMmeTeHIH, (POPMUPYEMBIX B IPOLIECCE OCBOSHUS TUCIUILIIHBI

Kon
KOMIIETEH HaumeHnoBaHue pe3yibTaTa 00yueHHust
187071
VK-2 CriocoOeH ompeaensaTh Kpyr 3ajad B paMKax MOCTAaBJICHHOW LIEIH M BHIOUPATH

ONTUMAJIbHBIC CIIOCOOBI UX PEIICHUSI, UCXOs U3 JEHCTBYIOIIUX IPABOBBIX HOPM,
HMMEIOIINXCS PECYPCOB U OTPAaHUUYCHUMN

VYK-2.1. 3HaeT HEOOXOAWMBIC IS OCYIIECTBICHUS TMPOPECCHOHATHLHOU
NESTEILHOCTH TPABOBBIE HOPMBI M METOJOJIOTMUYECKHUE OCHOBBI TMPUHSTHS
YIPaBICHUYECKOTO PEIICHUSI.

VK-2.2. VYmMmeer aHanu3upoBaTh aJIbTEPHATHBHBIE BAPUAHTHI PEIICHUN IS
JOCTUKEHHSI HAMEYEHHBIX pe3ylbTaToB; pa3pabarbiBaTh IJIaH, OMPEAEIATh
1[eJIeBbIE ATAIbl 1 OCHOBHBIE HAMPaBJICHUs paboT.

VYK-2.3. Brnageer meronukaMu pa3paObOTKHU IEJIM U 3a/lay MPOEKTa; METOJaMu
OIICHKU TPOJOKUTEIIBHOCTH U CTOMMOCTH TPOEKTa, a TakKe MOTPEOHOCTH B
pecypcax.

KoneunbiMu  pe3ynbTaTaMd  OCBOEHHS  JUCLUUIUIMHBI  SBISAIOTCA  COPMUPOBAHHBIE
KOTHUTHBHBIE JIECKPUNTOPHI «3HATb», «YMETb», «BIAJETb», PACIUCAHHBIE IO OTAEIbHBIM
KoMIeTeHIUsIM. DPOopMUpPOBaHUE JIECKPUIITOPOB IPOUCXOJUT B TEUEHHE BCEro CeMecTpa
[0 JTaraM B paMKaX KOHTAKTHOW pa0oOThl, BKJIIOYAIOIIEH pa3ivyHble BHJBI 3aHATHH U

CaMOCTOSITENIbHOM paboThl, C TNPUMEHEHUEM pA3NIUYHBIX (OpPM M METOAOB O0y4YEHHS
(Tab:1.2).



Tabnuna 2 - @opmupoBaHrue KOMIETEHIIUN B TPOLECCE U3YyUEHUS TUCHIUTUIIHHDL:

Kon YpoBeHb Nuaukatopel JToCTIKeHus | Bunm  yueOHBIX 3aH;ITI/H711, Kontponupyembie paszaensl v TeMbl | OLlEHOYHBIE
KOMIIETEHLINM | OCBOCHUS KOMIIETCHIIU I paboTel, GOPMBI U METOABI | TUCIUTLIAHBI CPEACTBA,
KOMIIETEHIIUI oOyueHus, HCIIOJIb3YyEMBIE IS
CIOCOOCTBYIOIIHE OLIEHKH  ypPOBHSA
(hopMUPOBAHUIO u c(hOpMUPOBAHHOCT
Pa3BUTHIO KOMIICTCHIHIH® Y KOMITETCHIIUU
VK-2 3naem
Henocratounsnii | YK-2.  Crtyment He  cnocobeH | JlekuuonHble u mpakTuyeckue | 1. Baenenue B nHpopManuoHHyto | Tekylmuii KOHTpPOJIb
YPOBEHb CaMOCTOSITEIEHO BBIJCIATH TJIABHBIC | 3aHSTHUS, CaMOCTOSITEITbHAS 6e3omacuocts (UB). — YCTHBII ompoc,
MOJIOKEHUSI B U3YUYCHHOM MaTepuaie | pabora oOyyaromuxcs, | 2. TexXHOIOTUM 3alHUThI JaHHBIX. TECTUPOBaHHE.
JUCHUIIIIUHBI. IIOATr0OTOBKA u caayda 3 TexHonoruu 3alllUThl BBIYUCIUTCIBHBIX
He 3maer HeoOXomuMble JUIA | MPOMEXKYTOYHOH aTTeCTallUH, CHCTEM.
OCYIIECTBJICHUS TPOPECCHOHAIFHON | TOJTOTOBKA M C/jada 3a4eTa. 4. TexHomnoruu oOHapyKEeHUS
ACATCIIBHOCTH IIPABOBLIC HOPMBI H BTOp)KCHHﬁ.

METOAO0JIOTNYECKUE OCHOBBI
HPUHATUA YIIPABJIEHYECKOTO
peneHusl.

5. VYmnpaBneHne 6e30MacHOCTEIO.

! NeKumOHHble 3aHATUS, npaKTUYecKue 3aHATUA, NabopaTopHble 3aHATUA, camocToATeNbHanA paborTa...
> HeoB6XOAMMO YKa3aTb aKTUBHbIE M MHTEPAKTUBHbIE METOAbI 06YYeHMUs (HanpuMep, HTEPAKTUBHAA NeKLys, paboTa B MasibIX rpynnax, METOAbI MO3rOBOrO WTYPMA U T.4.),
cnocobcTayoLLIME Pa3BUTUIO Y 0BYUaIOLMXCA HAaBbIKOB KOMaHAHOMW PaboTbl, MEXIUYHOCTHON KOMMYHUKALLIUU, MPUHATUA PeLleHUi, TUAEPCKUX KayecTs.
* HaumeHoBaHwe Tembl (pasaena) 6eperca U3 paboyeil NPOrpaMMbl AUCLUMIMHDI.
* OLEeHOYHOE CPEACTBO AOMKHO BbIBUPATLCA C YYETOM 3aNIaHUPOBaHHbIX PE3y/IbTaTOB OCBOEHUA AUCLMMIMHDI, HANPUMEP:
«3HaTb» — cobeceioBaHNE, KONNOKBUYM, TECT...
«YMeTb», «Bnafetb» — UHAMBUAYANbHbIN AW TPYNNOBOM NPOEKT, Kec-3aAaya, AenoBas (posesasn)
urpa, noptdonuo...




ba3zoBbl1it VK-2.1. Crynent ycBomn ocHoBHOe | JlekumoHHble n mpakTuyeckue | 1. Bpenenue B nHpopManoHHyto | Tekymmii KOHTPOIb
YpOBEHB comepxkaHne MaTrepHaia | 3aHATHS, CaMOCTOSTETbHAS 6e3omacuocth (UB). — YCTHBHIM orpoc,
JUCLUIUIMHBI, HO MMEeT Npoldensl B | paboTa oOyuaromuxcs, | 2. TexXHOIOTuH 3aIIUTHI JaHHBIX. TECTHPOBAHHUE.
YCBOEHUH MaTepuana. Nwmeet | moaroroBka u cnaya | 3. TexHOIOTUM 3aLIUThHI BEIYUCIUTEIBHBIX
HECHCTEMAaTU3UPOBAHHBIC 3HAHUS 00 | IPOMEXKYTOUHOW AaTTeCTallH, CHUCTEM.
OCHOBAX MaTEeMAaTUKH U HU3UKH. [IOJrOTOBKA U CAa4a 3a4eTa. 4. TexHonoruu O0OHapyKEHUs
[TokazbiBaeT crnaboe 3HaHUE BTOPIKEHUM.
HEOOXOIUMBIX Il OCYIICCTBICHHS 5. VYmpasnenue 0e30MacHOCTHIO.
npodeCCUOHANBHOW — AEATENIBHOCTH
IIPABOBBIX HOPM.
Cpennunit YK-2.1. Crynent ciocobeH JleximonHsie W mpaktudeckne | 1. Bpemenue B nHpOpMaIOHHY0 | Tekymuidi KOHTPOJb
YpOBEHb CaMOCTOSITEIBHO BBIICNATE TJIaBHBIC | 3aHATHS, paboTa B  MalbIxX 6e3onacHocts (UB). — YCTHBIM ormpoc,
MIOJIOXKEHUS B U3yUYEHHOM rpynnax, WHTEepaKkTHBHAS | 2. TeXHOIOTWH 3alUTHI JAHHBIX. TECTUPOBAHHE.
MaTepHase. JICKLMS, nuckycens, | 3. TeXHOJIOruum 3aliuThl BEIYUCIUTEIBHBIX
3Haer HE00XOI1MbIE JUTS | CaMOCTOSITeTTbHAs paboTta CHUCTEM.
OCYIIECTBIICHUSI MPO(ECCHOHANBHON | 00yJaroumuxcs, noAaroropka u | 4. TexHomoruu OOHapyKeHUs
JeSITENIbHOCT IPAaBOBBIE HOPMBI M | claya MPOMEXYTOYHOH BTOP>KEHUI.
METOA0JIOTUYECKUE OCHOBBI | aTTecTalMy, MOATOTOBKAa M | 5. YmpasieHHe 6€30IaCHOCTBIO.
HPUHSATHUS PEILICHUI. cJlaya 3a4era.
Bricokuit YK-2.1. CryieHT 3HaeT, MOHUMAET, Jlexumonnsie u npaktudeckue | 1. BBemenue B nHGOPMAIMOHHYI0 | TeKkyIuid KOHTPOJIb
YPOBEHb BBLJIEJIAICT TJIaBHBIC TIOJIOKEHHS B 3aHATHs, paboTa B  MaJbIX 6e3onacuHocts (Ub). — YCTHBI ompoc,
N3yYEeHHOM MaTepHajie U CriocooeH rpymnmnax, UHTEpaKkTHBHAs | 2. TeXHOIOTrWu 3alUThl JaHHBIX. TECTHPOBaHHE.
JIaTh KPAaTKYI0 XapaKTePUCTHUKY JIeK1us, nuckycens, | 3. TeXHOJOTHH 3aIIUThl BEIYHCITHTEILHBIX
OCHOBHBIM HI€SM NPOPAOOTaHHOTO CaMOCTOSITEIbHAS pabora CHCTEM.
MaTepHaia JUCLUIUTHHEIL. oOyuaromuxcs, nmoaroroska u | 4. TexHomoruu 00OHapyKeHUs
[oka3piBaeT riyOOKOE 3HaHWE | | claya IIPOMEKYTOYHOU BTOPKEHHM.
MOHUMaHWe  HEOOXOAMMBIX  JUIS | aTTECTallid, TMOATOTOBKa W | 5. YmpaBieHue 0€30MacHOCTHIO.

OCYILECTBJICHUSI MPOGeCcCHOHATBHON
NEeSATeNFHOCTH TPABOBBIX HOPM H
METOJIOIOTUIECKUX OCHOB MPUHSTHA
YIPaBIEHYECKOTO PEIICHUSI.

cJayda 3a4dcTa.

Ymeem




ba3zoBbl1it YK-2.2. Crynenr | Jlekuuonnsle n npaktudyeckue | 1. Bpenenue B nHpopManroHHyto | Tekymuii KOHTPOIb
YpOBEHB HETIOC/IeIOBAaTEIbHO pa3pabaTeIiBacT | 3aHATHI, paboTa B MajbIx 6e3omacuocth (UB). — YCTHBHIM orpoc,
IUDJaH M OCHOBHBIC HAIPABICHHS | TPyIINaXx, MHTEpakTHBHAsA | 2. TEeXHOIOTMHU 3alIUTHI TaHHBIX. TECTUPOBAHHUE.
pabor. JeKuus, nuckyceus, | 3. TexXHOJOTruu 3aIluThl BBIYUCIUTEIBHBIX
camMocCTosITeTbHast pabora CHUCTEM.
oOyuaromuxcs, noAarotoska u | 4. TexHomoruu OoOHapYKEeHHUS
crava IIPOMEKYTOYHOU BTOP>KCHUM.
aTTeCTallid, TOATOTOBKa | 5. VYmpaBieHue 0€30MacHOCTHIO.
cJaJa 3a4era.
Cpennunit YK-2.2. Crynenr ymeer JleximonHsie W mpaktudeckne | 1. Bpemenue B nHpOpMaIOHHY0 | Tekymuid KOHTPOJb
YpOBEHb aHAJIM3UPOBAThH ANBTEPHATUBHBIC 3aHATHS, paboTa B MalbIX 6e3onacHocts (UB). — YCTHBIM ormpoc,
BapHaHThI pEIICHUH s TOCTHKEHHSI | TpyIax, WHTEepaKkTHBHAs | 2. TeXHOIOTWH 3alUTHI JaHHBIX. TECTUPOBAHHE.
HaMEYEHHBIX pe3yJIbTaTOB; JIEeKIus, nuckycens, | 3. TeXHOJIOruum 3aliuThl BEIYUCIUTEIBHBIX
pa3pabarsiBaTh MIaH padoT. CaMOCTOSITEIbHAS pabota CUCTEM.
oOyuaromuxcs, noAarotroska u | 4. TexHomoruu o0OHapyKCHUS
caava MIPOMEKYTOYHOU BTOP>KCHHM.
aTTecTallii, TOJrOTOBKAa U | 5. YmpaBieHune 0e30MacHOCTEHIO.
caya 3adera.
Bricokuii YK-2.2. Crynent ymeert | Jleknmonnsie u mpaktudeckue | 1. Bmengenue B nHGOpPMAIMOHHYI0 | TeKkyIuid KOHTPOJb
YpOBEHB CaMOCTOSITETBHO aHaJM3UPOBATh | 3aHATHs, paboTa B MaJbIX 6e3onacuHocts (Ub). — YCTHBIM ompoc,
anbTepHATHBHbIC BapHaHTHI | TpyMIax, WHTEepaKkTHBHAS | 2. TeXHOIOTWH 3alUTHI JAHHBIX. TECTUPOBAHHE.
perieHuit JUIS JOCTHKEHUS | JEKIHS, nuckycers, | 3. TeXHOJOTHH 3aIlUThl BEIYHCITHTEILHBIX
HaMEYEHHBIX pE3yIbTaTOB; | CAMOCTOSITENbHAS pabora CHUCTEM.
paspabateiBaTh IJIaH, ONpPEAENAThH | oOydaromuxcs, MoArotoBka u | 4. TexHomorum O0OHapyKeHUs
LICJIEBBIE  JTallbl M OCHOBHBIE | cllaya IIPOMEKYTOYHOU BTOPKEHHM.
HanpaBiIeHUs padoT. aTTeCTallud, TIOATOTOBKA M | 5. VYmpaieHue 0€30MacHOCTHIO.
cava 3a4era.
Braoeem
ba3zoBblit YK-2.3. CryneHt Bianeet | Jlekunonnele n mpaktuyeckue | 1. Bmenenwne B uHpopManoHHyI0 | Tekymuii KOHTPOIb
YpOBEHB OCHOBHBIMU HaBBIKAMH METOJMKAMHM | 3aHATHS, paboTa B MalbIX 6e3onacHocts (Ub). — YCTHBIM ompoc,
Pa3pabOTKH ey U 3aJa4 IPOEKTa. rpynmax, WHTEpaKkTHBHAs | 2. TeXHOIOTWH 3alUThl JaHHBIX. TECTUPOBAHHE.
JIeKIus, nickycens, | 3. TeXHOJOTHH 3aIlUThl BEIYHCITHTEILHBIX
caMoCTOsITeTTbHAas pabota CHUCTEM.
oOyyaromuxcs, nmoaroroska u | 4. TexHomoruu O0OHapyKeHUs
clrada MPOMEKYTOUHOU BTOPKEHUM.
aTTecTallii, TOJrOTOBKAa U | 5. YmpaBieHue 6e30MacHOCTEHIO.




cada 3a4€Ta.

Cpennuit YK-2.3. CryneHt Biageer | Jlekuuonuele n mpaktudeckue | 1. Benenue B nHpopManoHHyto | Tekymmii KOHTPOIb
YpOBEHBb METOAMKAMHU pa3padOTKM Lend | | 3aHATHsA, paboTa B MajbIX 6e3onacHocts (UB). — YCTHBIM ompoc,
3ajad IPOCEKTa; METOJaMH OLEHKH | IPyIIax, MHTEpakTHBHAS | 2. TEeXHOIOTMH 3alIUTHI TaHHBIX. TECTHPOBaHHUE.
MIPOJIOJDKUTENBHOCTH IIPOEKTA. JeKuus, nuckyccus, | 3. TexXHOJOTruu 3aIIUThl BBIYUCIUTEIBHBIX
caMocCTOsITeNbHast pabora CHUCTEM.
oOyuaromuxcs, noAarotoBka u | 4. TexHomoruu OoOHapYKEeHHUS
caava MIPOMEKYTOYHOU BTOP>KCHHUI.
aTTeCTallid, TOATOTOBKa | 5. VYmpaBienue 6€30MacHOCTHIO.
c/lada 3a4era.
Bricokuii YK-2.3. CryneHT Bnajeet JlekimoHnHsie W mpaktuueckue | 1. Bpenmenue B nHGpOpPMAIMOHHY0 | TeKkyluid KOHTPOJIb
YpOBEHB METOJIMKaMH pa3pabOTKH HeH 1 3aHATHSA, paboTa B MAaNbIX 6e3omacHocth (MB). — YCTHBHIA  orpoc,
3aJa4y NPOEKTa; METOAAMHU OLICHKH rpymnmnax, UHTEpaKkTUBHAs | 2. TeXHOIOruu 3aluThl JAaHHBIX. TECTHPOBaHHUE.
MIPOJIOJDKUTENBHOCTH U CTOUMOCTH JIeKuus, nuckycens, | 3. TexXHOJOTrWHM 3aIlUThl BEIYUCITHTEILHBIX
MPOEKTa, a TAaK)Ke NOTPEOHOCTH B caMocCTosITeNTbHast pabora CHUCTEM.
pecypcax. oOygaroruxcs, noAarotoBka u | 4. TexHomoruu oOHapyKEeHUS
caava MIPOMEKYTOYHOU BTOP>KECHHM.
aTTeCTallid, TOATOTOBKa W | 5. VYmpaBieHne 6€30MacHOCTHIO.

cJgayda 3a4dcTa.




Tabmuma 3

2. IEPEYEHb OLIEHOYHbIX CPEJICTB’

Ne | HaumenoBaHue
OLICHOYHOTI'O
Cpe/cTBa

XapaKTepI/ICTI/IKa OILICHOYHOI'0 CpCACTBA

[IpencraBnenue onenoynoro cpeacrsa B @OC

1 | Ycrusiit onpoc

CpencTBo KOHTPOJIS YCBOCHUS yUeOHOTO MaTeprasa TeMBI,
pasjena Win pa3/ieioB JUCIUILUINHBI, OPraHM30BaHHOE KaK
y4e0HOE 3aHITHE B BUJIE COOSCEIOBAHUS TIPEIIOIaBATEIS C
00yUaroIUMUCS.

Bompocsr o Temam/pazaenaM JUCIUILTAHBI

2 | Tecr

CpencTBo, MO3BOJISAIOLIEE OLICHUTh YPOBEHb 3HAHUMN
o0yyarolerocs myreM BbI0Opa UM OJTHOTO U3 HECKOJIbKUX
BapHaHTOB OTBETOB Ha MOCTaBJIEHHbIN Bompoc. Bo3zmoxHO
HCIOJIb30BaHUE TECTOBBIX BOIIPOCOB, MIPEIYCMAaTPUBAIOILINX
BBO/I 00y4aromuMcs KOPOTKOTO ¥ OIHO3HAYHOT'O OTBETA HA
IIOCTaBJIEHHBIH BONPOC.

TecrtoBbIe 3a1aHUsd

5 < o
YKa3blBalOTCA OLLeHOYHbIe CPeACcTBa, MPUMEHAEMbIE B XO4e peaansaumm pa6oqu nporpammbl JaHHOU ANUCUNNNUHDI.




3. OIIUCAHUE MOKA3ATEJIEM U KPUTEPUEB OLIEHUBAHUS KOMIIETEHIIUIA

OuenuBanue pe3ynbTatoB 00yueHus no gucuuminie «MubopmannonHas 6e30macHOCTh B MPO(ecCHOHATBLHOM e TEIbHOCTH Te1arora
OCYIIECTBJISIETCSL B COOTBETCTBUU ¢ [1osokeHneM o TeKyIeM KOHTPOJIE YCIIEBAEMOCTH U MPOMEXYTOYHOM aTTeCTallui 00y4YarOIUXC .
[IpenycMoTpeHs! cieayrone BUabl KOHTPOJIS: TEKYIIUM KOHTPOJIb (OCYIECTBICEHHE KOHTPOJIS BCEX BUJIOB ayJIMTOPHOUN M BHEAYIUTOPHOU
JEeSITeIbHOCTH 00YYar0IIerocs ¢ IeJIb0 MOJIYYeHUS IEPBUYHON HHPOPMAIMH O XOJI€ YCBOCHHUS OT/IEIbHBIX JIEMEHTOB COJICP)KaHUS JUCIUILIUHBL) U
MIPOMEXKYTOUHAsSI aTTeCTAIMS (OLIEHUBACTCS YPOBEHDb M KaU€CTBO MOATOTOBKH IO JUCIUIUIUHE B LIEJIOM).
[Tokxazarenu ¥ KpUTEPUU OLICHUBAHUS KOMIIETEHIIHH, (HOPMHUPYEMBIX B MTPOLIECCE OCBOCHUS TaHHOM TUCIUILIMHBI, OMHUCAaHbI B Ta0. 4.



Tabauua 4.

Kon YpoBeHb OCBOEHUS WNnaukaTopsl Kpurepun onieHuBaHUs pe3ynbTaTOB O0yUeHUs
KOMIIETEHIIUN | KOMIIETCHLIIUU JOCTHKCHHUS
KOMIIETCHLIIUI
3HaeT
VK-2 Henocratounsrii yposens | VK-2.1. He 3naem 3nayumenvHoti yacmu mamepuana Kypcd, He chocoben CamoCmosamenbHo 8bl0eNsimy
Onenka 2N1a8Hble NONONHCEHUS 8 USYUEHHOM Mamepuane OUCYUNIUHbL
«HE3a4TEHO»
basoBelil ypoBeHb VK-2.1. 3naem ne menee 50 % ocnosno2o mamepuana Kypca, 0OHAKO UCHbIMbI8aem 3ampyOHeHUs 8 €20
Onenka, «3a4TeHO» NpUMEHEeHUU
Cpennuii ypoBeHb VK-2.1. 3naem ocHo8HYIO uacme mamepuana Kypca, cnocoben npumMeHums U3yueHHwlld Mamepuan Ha
O1eHKa «3a4TEHO» npaKmuKe, UCHbLIMbIAen He3HAYUMEbHbIE 3aMmpPYOHEHUs 8 peuleHul 3a0ay
Bricokuii ypoBeHb VK-2.1. Iloxasvieaem enybooxoe 3Hanue u NOHUMAHUE Mamepuand, cnocoOeH NPUMEeHUMb U3YYEeHHblll
OreHka «3a4TeHO» Mamepuan Ha RPaKmuKe
YmMmeer
ba3oBbIil ypoBeHB VK-2.2. Ymeem eocnpoussecmu ne menee 50 % ocnosnoco mamepuana Kypca, 0OHAKO UCHbIMbIBAEM
3ampyOHeHUs. npU peueHuu NPAKMu4ecKux 3a0ay
CpenHuit ypoBeHb VK-2.2. Ymeem pewamv cmanoapmuvie npogheccuonanvuvie 3a0auu ¢ npumMeHeHuem NOJYYEHHbIX
SHAHUU, UCTIBIMBIBAC HE3HAYUMENbHbIE 3aMPYOHEHUs. 8 peleHuU 3a0ay
Bricokuii ypoBeHb VK-2.2. Ymeem pewamv cmanoapmuvie npogeccuonanvhvie 3a0auu ¢ APUMEHEHUEM HNOTYUEHHBIX
3HAHUU, NoKaszvieaem 2nyOOKoe 3HaHue U NOHUMaHue mamepuana, cnocoben pewums 3a0avy
npu UsMEeHeHUU opmMyauposKu
Bmageer
BbazoBeIii ypoBeHb VK-2.3. Bradeem mnagvikamu meopemuueckoco U IKCHEPUMEHMANLHOO UCCIe008aHUS 00BEKMO8
npogeccuonanbHoll O0esimenbHOCmUY, YC80U OCHOBHOE COOepHCAHUe MAmepudnd OUCYUNIUHbL,
HO umeem npobenvl 6 yceoeHuu mamepuana. HMmeem HecucmemamusupogaHHvle 3HAHUS
OCHOBHBIX PA30€108 OUCYUNIUHDI.
Cpennuii ypoBeHb VK-2.3. Bnaoeem muasvikamu meopemuiecko2o U 9KCHEPUMEHMANbHO2O UCCIe008aHUs 00beKmOo8
npogeccuonanvHoll  0esmenbHOCmy, — CNocobeH — camMOCMOAMENbHO — 8blOeNAMb  2NA6Hble
NONOJNCEHUsL 68 U3VUEeHHOM Mamepuane. HMcnvimvlgaem He3nauumenvHvle 3ampyOHeHUs: 6
peutenuy 3a0au.
Bricokwuii ypoBeHb VK-2.3. Ce0000H0 61G0€em HABbIKAMU MEOPEMUUECKO20 U IKCNEPUMEHIANILHO20 UCCA008aAHUA,

nokaswvleaem 2]1)/607(‘06 SHAHUE U NOHUMAHUE U3Y4YEeHHO020 mamepuaia




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl
OLICHUBAHUS Pe3yJabTATOB 00y4eHU S
3amanus B (popMe YCTHOTIO OMpoca:

Y CTHBIN OIIPOC UCTIOJIB3YETCS U1 TEKYLEr0 KOHTPOJIA YCIIEBAEMOCTHU
o0yJaromuxcs Mo JUCHUIUIMHE B KAUYECTBE MPOBEPKH PE3yIbTaTOB OCBOCHUS
TepMuHONIOTHH. KaXK0My CTYI€HTY BBIJAETCSI CBOW COOCTBEHHBIM, y3KO
copMynupOBaHHEIN Bompoc. OTBET TOKEH ObITh YETKUM U KPATKHM,
COJZIEpIKAILIM BCE OCHOBHBIE XAPAKTEPUCTUKHU ONMCHIBAEMOTO MOHATHSA,
MHCTUTYTA, KATETOPHH.

3ananus B (popMe TeCTUPOBAHUS

TecT npeacraBnsieT coO0N KOHTPOIBHOE MEPOIPUITHE MO YUEOHOMY
MaTepuay KaxxJ10u TeMbl (pa3jena) TUCIUIUIMHBI, COCTOSIIEE B BBITIOJHEHUN
OOyYarOIIMMCS] CUCTEMBI CTaHIAPTU3UPOBAHHBIX 33JJaHUI, KOTOpas MO3BOJIAET
aBTOMATHU3HPOBATH MPOLIETYPY U3MEPEHHUS YPOBHS 3HAHUI 1 YMEHHIA
o0OydJaromerocs.

TCCTHpOBaHHe SABJIIACTCA CPCACTBOM TCKYIICIO KOHTPOJISA YCIICBACMOCTHU
06yan01uch;1 110 JUCHOUIIIINHC 1 MOXKCT BKJIIOYAaTh B cebs CICOYIOIINC TUIIBI
BaﬂaHHﬁI 3ad4aHuC C CANHCTBCHHBIM BI)I60pOM OTBCTA U3 MPCAJIOKCHHBIX
BapHaHTOB, 3aJaHUC HA OIIPCACIICHNC BCPHBIX U HCBCPHBIX Cy)KI[eHHﬁ; 3adaHuc C
MHOXCCTBCHHBIM BI)I60p0M OTBCTOB.

B xaxxmom 3ajanum HEe0OX0IUMO BBEIOPATh BCE MPABUIIBHBIC OTBETHI.



5. Marepuanbl I NPOBeACHUS TEKYLIero KOHTPOJISI U IPOMEKYTOYHOM
aTTecTanMu

3aganus B popme yCTHOTO onmpoca
Cemectp 4

Beenenne B unpopmannonnyro 6e3zomnacHocts (Ub)
OcHoBHble noHsTHs Ub.

AHanusz yrpos.

[TpobGnembl 0€30MacHOCTH KOMITBIOTEPHBIX CETEH.
[TonuTrka 6e30MacHOCTH.

OCHOBHBIE COCTABJIAIOLINE OJTUTUKH O€30M1aCHOCTH.
HopmarusHo-nipaBoBoe obecnieuenue Ub.

Crangaptel Ub.

MexnyHapoaHbie cTanaapthl B cepe Ub.

0. [Mpuntmmne! 3ammtel nHPopManroHHbIX cucteM (MC).

11. TexHoNOTUY 3aIUTHI TaHHBIX.

12. IIpuHIMIIBI KPUTITO3AIIUTHI.

13. Kpunrorpaduyeckue anropuTMel.

14. Kpunroananus.

15. CummeTpuyIHbIE M ACHMMETPHYHBIC CHCTEMBI I (POBAHUSI.
16. TexHONIOTHH IIEKTPOHHO-IIU(GPOBOM MOITUCH.

17. ®yHKIMM X3MIUPOBAHMUSL.

18. TexHonoruu ayreHTU)UKAIIH.

19. buomerpuyeckast ayTeHTUDUKAIIHSL.

20. TexHOJIOTHH 3aLIUThI BBIYUCIUTEIBHBIX CUCTEM.

21. O6ecneuenue 6e3omacHOCTH onepannoHHBIX cucteM (OC).
22. MeXCeTeBbIC SKPAHBI.

23. Ceprudukanus u cTaHAapTA3ALHS.

24. 3aunmTa B BUPTyaJabHbIX ceTssXx VPN.

25. 3ammra Ha ypoBHsX Mojaenu OSI.

26. TexHONIOTHH OOHAPYKEHUS BTOPKEHHH.

27. CpenctBo aHanm3a cereBoro tpaduka Wireshark.

28. CkaHMpOBaHUE CETH.

29. AHanm3 3alMIeHHOCTH.

30. O6HapyxeHHe aTakK.

31. [IporpamMMHBIe cpencTBa OOHAPYKEHUST BTOPIKEHUSI.

32. 3amuTa y1aleHHoro JOCTyma.

33. 3ammTa OT BUPYCOB U CIlama.

34. YnpapneHue 6€30MaCHOCTBIO.

35. 3anaun ynpasnenus b B nnpopmanmonnsix cucremax (MC).
36. ApxutekTypa u pyHKiuonupoBanue cucreM ynpasienus Ub B (UC).
37. Aynut u MmorutopuHr 6ezonacuoctu (MC).

38. O630p cucTeM yrnpaBieHUs: 6€30MaCHOCTHIO.

BoOoo~NoOR~WNE

KonTtpomupyembie kommnereniuu: YK-2.
Oyenka KoMnemeHyutl OCyujeCmeisiencs 8 COomeemcmesuu ¢ maoauyetl 4.



TecToBbIC 3a1aHNA
Cemectp 4

1. Krto sBnsieTcsi OCHOBHBIM OTBETCTBEHHBIM 32 OIPE/ICTICHUE YPOBHS KIIaCCU(UKALIUN
uHpopmanuu?

PykoBoguTens cpeHero 3seHa

Briciiee pykoBoacTBO

Bnapgenen

[Tonb3oBaresnb

2. Kaxkas kareropus siBisieTcss HanboJjee puCKOBAaHHOM JJIsl KOMITAHUU C TOYKHU 3PEHUS
BEPOSTHOTO MOIIICHHIYECTBA M HAPYIIEHUsI Oe30MmacHOCTH?

CotpyaHuku

Xaxepsl

Artakyroiiue

KontparenTs! (jiuiia, paboTaroiiue 1mno J0roBopy)

3. Ecnum pa3nu4HbBIM rpyInaM Mmojib30BaTeleil ¢ pa3InyHbIM YPOBHEM JIOCTYIa TpeOyeTcs
JOCTYI K OJJHOM M TOM e MHpOopMalluU, KaKoe U3 YKa3aHHBIX HUXKE JIeHCTBUI clienyer
IPEIIPUHSITH PYKOBOACTBY?

CHuU3UTH YpOBEHb 0€30MaCHOCTH 3TONH MHPOPMALUH JUIs 00ecieueHHsl €€ JIOCTYITHOCTU U
y100CTBa UCIIOIb30BAHMS

TpeboBaTh noanucaHus CeUUAIbHOTO pa3pelieHns KaX/Iblii pa3, Korja 4yeloBeKy
TpeOyeTcs JOCTYN K 3TOH HHPpOpMAIIu

VYiIydmuTh KOHTPOJIb 3a 6€30MaCHOCTBIO 3TOW HH(pOpMaLUK

CHU3UTH ypOBEHb KJIacCU(PUKAUU 3TON UHpOpMaLUK

4. Kakoii ¢akTop Haubosee BaKEH ISl TOTO, YTOOBI OBITH YBEPECHHBIM B YCIICIITHOM
obecrnieueHnn OE30MaCHOCTH B KOMITAHUU?
[Togneprxka BbICIIIETO PYKOBOJICTBA
D¢ dexTuBHBIC 3aUTHBIE MEPHI U METOJIbI UX BHEAPEHUS
AKTYyanbHBIE U aJICKBATHBIE TIOJIMTUKH U MPOIIEAYPHI 0€30MMaCHOCTH
[IpoBeneHne TPEHUHTOB MO OE30MACHOCTH ISl BCEX COTPYIHUKOB

5. Korna nenecoo6pa3Ho He NpeANpUHIMATh HUKaKUX AEHCTBUI B OTHOILIEHUH BBISIBICHHBIX
pucKoB?

Huxorga. Jlns obecnieuenus xopouieil 6€30macHOCTH HY)KHO YUUTBIBATh M CHUXKATh BCE
PUCKH

Korna pucku He MOTYT OBITh IPUHATHI BO BHUMaHHE 1O NOJIUTUYECKUM COOOpaKeHHUSIM

Korna HeoOxoiMble 3alUTHBIE MEPhI CIUIITKOM CIIOKHBI

Koraa crouMocTh KOHTpMEp NMPEBBILIAET IIEHHOCTh aKTUBA U MOTEHIMAIbHbIE TOTEPH

6. Kakoe yTBepxeHue aBiseTcs MpaBUIbHBIM, €CIIM B3IJISIHYTh HA Pa3HUILY B IIEJSAX
0€30MacHOCTH /I KOMMEPYECKON U BOCHHOM OpraHu3anun’?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30MaCHOCTh

KommMmepueckas koMmanust 00bIYHO 00JIbIIE 3a00TUTCS O IIEJIOCTHOCTH U JOCTYITHOCTH
JTAaHHBIX, @ BOCHHbIE — O KOH(UICHIINATbHOCTH

BoennbiM TpebyeTcst 60bIIni ypOBEHb 0€30MMaCHOCTH, T.K. UX PUCKH CYIIECTBEHHO
BBIILIE

KommMmepueckas koMmnanust 00bI4HO 00JIbIIE 3a00TUTCS O JOCTYITHOCTH U
KOH(HJICHIIMATBHOCTH JAHHBIX, @ BOGHHBIE — O LIEJIOCTHOCTH



7. 3amuTa HHGOPMAIMU OT YTEUYKH — 3TO JESITEIBHOCTH 10 MPEI0TBPAILCHHIO:

MOJTyYEeHHUS 3alMIaeMOi HH(OPMAIK 3aMHTEPECOBAHHBIM CYOBEKTOM C HAPYIICHUEM
YCTaHOBJICHHBIX IPABOBBIMH JOKYMEHTAMH MJIM COOCTBEHHUKOM, BJIAICIbLIEM HH(POPMAIHN
IpaB WIK IPaBUII JOCTYMA K 3allUIIaeMOi HHPOPMaIny;

BO3/ICHCTBUS C HAPYIIEHNEM YCTaHOBIICHHBIX ITPAB W/ MIPAaBUII HA U3MECHEHHE
UH(POPMALINH, IPUBOSILETO K HCKAKEHHUIO, YHUUTOXKEHUIO, KOITMPOBAHHIO, OJIOKUPOBAHUIO
J0CTyna K MH(opManuy, a Takxke K yTpaTe, YHHUTOXKEHUIO WK c000 (hyHKIIMOHUPOBAHUS
HOCUTEIsI HHPOPMaLIUY;

BO3/ICHCTBUS Ha 3aIUIIAEMYI0 HHPOPMAIIHIO OIIHOOK MOIh30BaTENs HHPOPMAIHEH,
c00s1 TEXHUYECKHUX M MPOrPAMMHBIX CPEACTB HH(POPMAIIMOHHBIX CHCTEM, a TAK)Ke MPUPOIHBIX
SIBIICHHI,

HEKOHTPOJIMPYEMOTO PACIIPOCTPAHEHHUS 3alIUIIAEeMON HH(OPMAIIUU OT €€ pa3TIIaleHHs,
HECAaHKIIMOHUPOBAHHOTO JOCTYTIA;

HECAHKIIMOHMPOBAHHOTO JOBEACHUS 3alMIIaeMOi HH(OPMAIHH 0 HEKOHTPOJIUPYEMOTO
KOJIMYECTBA IoJTydareneil HHpOopMaLum.

8. 3amwura nHpOpPMAIIUU ITO:

nporiecc cOopa, HaKOIUICHUsI, 00paOOTKU, XpaHEHUS, paCIIPEeIeIICHUS U TOUCKA
nHpopMmanuu;

npeoOpazoBanre HHPOPMAITUH, B PE3yJIbTaTe KOTOPOTO CoIepkaHne nH(OpMaIuu
CTaHOBUTCS HETIOHSATHBIM JUIs CyObEKTa, HE UMCIOILIETO JIOCTYIIA;

MOJIy4eHHEe CYOhEKTOM BO3MOKHOCTH O3HAKOMIICHUS C HH(OpMAIHEid, B TOM YHCIIE TIPU
MOMOIIIY TEXHHYECKUX CPE/ICTB;

COBOKYITHOCTB ITPABWJI, PETIAMEHTUPYIOIIUX ITOPSIIOK U YCIOBHS IOCTYIA CYObEKTa K
UHPOPMALIUU U €€ HOCUTEIISIM;

NEeSATELHOCTH I10 TIPEJOTBPAIICHUIO YTEUKH HH(DOpMAIINK, HECAHKITMOHUPOBAHHBIX U
HETpeTHaMEPEHHBIX BO3/ICHCTBUI Ha HEE.

9. EcrecTBeHHbBIE Yyrpo3bl 6€30MACHOCTH UH()OPMALIUY BBI3BAHBI:

JIeSITeTbHOCTHIO YeJIOBEKa;

omuOkamu npu mpoektupoBanuu ACOM, ee 31eMeHTOB UK pa3padOTKe MPOrPaMMHOTO
o0ecIeyeHus;

BO3JICHCTBUSMU OOBEKTUBHBIX (PU3UYECKUX MPOIIECCOB HIIM CTUXUUHBIX TPUPOTHBIX
SIBIICHHI, HE3aBUCSIIINX OT YSJIOBEKA,

KOPBICTHBIMH YCTPEMIICHUSMHU 3710YMBILIJIEHHUKOB;

olMOKaMu Npu ASHCTBUIX NEpCOHAA.

10. HckyccTBEeHHBIC YTPpO3bl O€30MACHOCTH HH(OPMAIIHH BHI3BAHBI:

NEeSATEIbHOCTBIO YEIIOBEKA;

omuOkamu nipu npoektupoBanuu ACOU, ee reMeHTOB WK pa3padoTKe MPOrpaMMHOTO
obecrneueHus;

BO3JICHCTBUSAMU OOBEKTUBHBIX (PU3NYECKUX MPOLIECCOB MM CTUXUNUHBIX IPUPOTHBIX
SBJICHHUM, HE3aBUCAILIUX OT YEJIOBEKA;

KOPBICTHBIMU YCTPEMIICHUAMU 3JI0YMBIIIIJICHHHUKOB,

OIMOKaMU TpU ACHCTBUSIX TIEpCOHAIA.

11. K ocHOBHBIM HenpeaTHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3am ACOU oTHOCHTCS:
(hu3HIecKoe pa3pylIeHNE CUCTEMBI ITyTEM B3pPbIBa, TTO/KOTA U T.I1.;
MepexBaT MOOOYHBIX AJIEKTPOMATHUTHBIX, aKYCTHYECKHUX U APYTUX U3ITy4EeHUH YCTPOHUCTB
W JIMHUU CBSI3H;



M3MEHEHHE PEXUMOB PabOThI YCTPOICTB MIIM TPOTrpaMM, 3a6acToBKa, caboTax
IIepcoHaja, MTOCTAaHOBKA MOIIHBIX aKTUBHBIX TIOMEX U T.I1.;

YTEHUE OCTATOUYHOU MH(POPMALIUU U3 ONIEPATHBHOM MaMSATH U C BHEITHUX
3alIOMHHAIOUINX YCTPOHCTB;

HEYMBILIUIEHHBIE ICHCTBHSI, MPUBOASAIINE K YACTUIHOMY HMJIU ITOJIHOMY OTKAa3y CUCTEMBbI
WIN pa3pyLICHUIO alllapaTHBIX, IPOrPaMMHBIX, HHPOPMAIIHOHHBIX PECYPCOB CHCTEMBI.

12. K nocTtopoHHUM JHIIaM HapyHIHUTENsIM HHGOPMaIIMOHHON 06€3011aCHOCTH OTHOCUTCS:

MPEJCTaBUTENIN OPTaHU3AIHI, B3aUMO/ICHCTBYIOIINX 110 BOIIPOCaM 00eCTIeYeHHS
KU3HEJEATEIIbHOCTH OpraHU3aluy;

nepcoHa, 00CITyKUBAIOLINI TEXHUIECKHE CPE/ICTBA;

TEXHUYECKUN NepcoHal, 00CTyKUBAIOUINH 31aHKE;

I10JIb30BATENH;

COTPYIHUKHU CITYKObI 0€30MaCHOCTH.

IIPEICTaBUTENN KOHKYPHUPYIOIIMX OpraHU3aIuii.

JU1a, HAPYIIUBIINE TPOITYCKHOM PEXUM;

13. Cnam, KOTOpBIil UMEET 1IelIb OTIOPOYUTH Ty WU UHYIO0 (PUpPMY, KOMIIAHUIO, TOTUTHYECKOTO
KaHJIuAaTa u T.I1:

YEpHBIH Tuap;

(bummHr;

HUTEepUICKHE TUChMA,

HCTOYHUK CIYXOB;

MyCThIE MUCHMA.

14. Cnam pacnpocTpaHsieT NoAeNbHbIe COOOIEHHUS OT UMEHU OaHKOB WU (PMHAHCOBBIX
KOMIIaHUH, LIE€TIbI0 KOTOPBIX SIBJISIETCSA COOP JIOTMHOB, MAapoJiel ¥ MUH-KOJOB [10JIb30BaTeNeH:
YEpHBIN nuap;
(bummHr;
HUTEepUICKHE THUChMA,
WCTOYHUK CITyXOB;
MyCThIe MUCHMA.

15. AKTUBHBII epexBaT HHPOPMAIUH - 3TO TIEPEXBAT, KOTOPBIH:

3aKJIFOYACTCsl B YCTAHOBKE MMOJICITYIIMBAIONIECTO YCTPOUCTBA B anliapaTypy CpeiCTB
00paboTKH HH(POPMALINY;

OCHOBaH Ha (pUKCAIMU 3JICKTPOMATHUTHBIX U3JTYUYCHHU, BOSHUKAIOIIHUX MIPH
(YHKIIMOHMPOBAHHUHU CPEJICTB KOMITBIOTEPHON TEXHUKU 1 KOMMYHUKAIIHH;

HETPABOMEPHO MCIOJIB3YeT TEXHOIOTUYECKHE 0TXOIbI HHPOPMAIIMOHHOTO TPOIECCa;

OCYIIECTBIISICTCS ITYTEM HCITOJIB30BAHHSI ONITUYECKON TEXHUKH;

OCYIIECTBIISETCS C MOMOIIBIO MOIKIFOUCHHUS K TEIIEKOMMYHUKAIIHOHHOMY
000py/I0BaHUIO KOMITBIOTEPA.

16. IlepexBar, KOTOPHBIH 3aKIFOYAETCS B YCTAHOBKE MO/ICTYIINBAIOILIETO YCTPOUCTBA B
amnmapaTypy cpeacTB 00padoTku nH(pOpMaIIUK Ha3bIBACTCS:

aKTUBHBIN MEpeXBar;

ITaCCUBHBIN ITEPEXBAT;

ayaMoIepexBar;

BUJICOTICPEXBAT;

IIPOCMOTP MyCOpa.



17. TlepexBat, KOTOPBI OCHOBAH Ha (PUKCALIUU JCKTPOMATHUTHBIX H3JIy4EHHH, BOSHUKAIOIINX
npy GYHKIMOHUPOBAHUH CPEJICTB KOMIIBIOTEPHOM TEXHUKU M KOMMYHUKAIMI HAa3bIBAETCS:
AKTUBHBIN IIEpEXBaT;
ITACCUBHBIN IIEPEXBAT;
ayJuoIIepexBar;
BH/JICOTIEPEXBAT;
IIPOCMOTP MyCOpa.

18. TlepexBar, KOTOPBIH OCYIIECTBISAETCS IMYTEM HCIIOIH30BAHMS ONTHYCCKON TEXHUKH
Ha3bIBACTCS:

AKTUBHBIN IIEpEXBAaT;

[aCCUBHBIN NEPEXBAaT;

ayJMoIepexBar;

BHJIEOIIEPEXBAT;

IIPOCMOTp Mycopa.

19. Crenenp 3amUICHHOCTH HH(POPMAIK OT HETATHBHOT'O BO3JICHCTBUS HA HEE C TOUKU
3peHHs HapymeHHs e€ PU3NIECKOM U JIOTHYECKOM EIOCTHOCTH WIIM HECAHKITMOHUPOBAHHOTO
HCIIOJIb30BAaHMUS — JTO

yS3BUMOCTh HH(OpMaIiu

HAJC)KHOCTh HH(pOpMaIiH

3alUIIICHHOCTh HH)OpPMAIIHH

0e30macHOCTh HH(POPMALIUU

20. TIpomepka MOMIMHHOCTH CYOBEKTA MO MPEABABICHHOMY UM UICHTH(PUKATOPY JUIS
NPUHATHS PEIICHHS O MPEIOCTABICHUU MY JIOCTYIIa K pecypcaM CUCTEMbl — 3TO
ayIuT
ayTeHTU(UKALNS
aBTOPHU3AIIHS
ueHTUDUKAIHS

21. COBOKYITHOCTh CBOMCTB, 00YCIOBIMBAIOIIUX TPUTOJHOCTh MH(OPMAIIH YIOBIETBOPSTh
orpeziesieHHbIe TOTPEOHOCTH B COOTBETCTBUH C €€ Ha3HAUE€HUEM, Ha3bIBAETCS
aKTYyaJbHOCTbHIO HH(pOpMALIUU
JOCTYIHOCTBIO
Ka4yecTBOM HH(pOpMaIuu
L[EJIOCTHOCTBIO

22. TlepBeM dTamom pa3zpabotku cucteMsl 3amuTel MC sBusiercs
aHaJIN3 MOTEHIUAIBbHO BO3MOXKHBIX YTp0o3 HH(pOpMaLuu
U3y4eHHEe NH()OPMALIMOHHBIX TOTOKOB
CTaHJapTH3alMs IPOrPaMMHOT0 0OecreueHHs
OLICHKA BO3MOJKHBIX IIOTEPh

23. HaneXHOCTh CUCTEMBI 3aIUTHl HHPOPMAITHH OIIPEIeIISIeTCS
YCPEIHEHHBIM MTOKa3aTelIeM
CaMbIM CJ1a0BIM 3BEHOM
KOJIMYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJILHBIM 3BEHOM

24. TlomuTrka nHMOPMAIIMOHHOHN 0€301TaCHOCTH — JTO
npoUIIb 3aIIUTHI



HTOFOBBIﬁ ,Z[OKYMGHT aHaJIn3a pI/ICKOB

cTaHAapT 0€301MacCHOCTH

COBOKYITHOCTH 3aKOHOB, TIPAaBUJI, OMIPEIEISIFONINX YITPABICHYECKUE U MPOCKTHBIC
peleHus B 001aCTH 3aUThl HHGOPMAIUN

25. IlpucBoeHue cyobeKkTaMm M 00BEKTaM JIOCTYIa YHUKAJILHOT'O HOMEpa, mudpa, Koga u T.II. C
[EJBI0 TIOTYYCHHSI TOCTYTa K MHPOPMAIIUU — 3TO

ayTeHTU(UKALIHS

uaeHTH()UKAIISL

ayauT

aBTOPHU3ALIHS

26. Kakoii I BO31€HCTBHSI OCYIIECTBIIACT IPOTrpaMMHast 3aKJIaJIKa, KOTOpasi BHEJPSETCS B
[13Y, cuctemMHOE WM MPUKIIAAHOE IPOrPAMMHOE 00ECIIEYEHUE U COXPAHSET BCIO WIIH
BBIOpPaHHYIO0 WH(POPMAIIHIO B CKPBHITON 00JIACTH MAMSITH:

KOMIIpOMETAIHsI

nepexsar

HaOJIIOIcHUE

ybopka Mycopa

27. CopeprkaHueM MapaMeTpa yrpo3bl 0€30MacCHOCTH HHPOPMALUN «KOHPHUIECHIINATLHOCTH
SIBIISIETCSI

HECAaHKIIMOHUPOBAaHHAs MOAU(pUKaIUs

UCKaKCHUE

HECaHKI[MOHUPOBAaHHOE MOTy4YEHHE

YHUUYTOXXCHUE

28. TpeboBaHus K TEXHUYECKOMY 00€CIIEUEHHUIO CUCTEMBI 3aIlIUThI:
anmapaTtypHbie U (PU3HYECKHC
yIIPaBJICHYECKHUE U IOKYMEHTapHbIC
MIPOLIEyPHBIC U pa3ieIbHbIC
aJIMMHHUCTPATUBHbBIC U amapaTypHbIe

29. llenb mporiecca BHEIPEHUS U TECTUPOBAHUS CPEACTB 3AIIUTHl —
OIpeAEIUTh YPOBEHb PACXO0/0B HA CUCTEMY 3aIIUThI
BBISIBUTH HAPYLIUTENSA
rapaHTUPOBATh NPABUILHOCTH PEAIU3allUU CPEJICTB 3aLIUThHI
BBIOOp Mep U CPEJCTB 3aLUThHI

30. B03MOKHOCTH MOTYYEHHS] HEOOXOAUMBIX MOJIb30BATENIO TaHHBIX UM CEPBUCOB 3a
pa3yMHOE BpeMsl XapaKTepu3yeT CBOMCTBO

BOCCTaHABIIMBAEMOCTb

JI€TEPMUPOBAHHOCTD

L[EJIOCTHOCTh

JOCTYITHOCTh

31. Tposickue mporpaMMbl — 3TO

MIPOrPaMMBbI-BUPYCHI, KOTOPbIE PACIIPOCTPAHSIOTCS CAMOCTOSATENIBHO

BCE MPOTPaMMBI, COACPIKAIIIE OITHOKH

YacTh MPOTrPAMMBI C U3BECTHBIMU MOJIB30BATENIO (DYHKIMSIMU, CTIOCOOHAS BBITIOJIHATh
JIEVCTBUS C LIENBI0 MPHYMHEHUS OPEIIIEHHOTO yIiepoa

TEKCTOBbIE (DailiIbl, pacrpoCTpaHsieMble 110 CETH



32. Haubonee Haie:>KHBIM MEXaHU3MOM JTsI 3aITUTHI COACPIKAHUS COOOIICHUN SIBIISICTCS
CIIELMAaJIbHBIN allapaTHbIA MO1YJIb
CHEIUaIbHBIN PEeXKUM TIepeIadn COOOIICHUS
JIOTIOJTHUTEIILHBINA XOCT
Kpunrorpadus

33. OCHOBHOI1 LIEJIBIO0 CHCTEMBI OpaHMaydpa SBIISETCS yIPaBICHUE JOCTYIIOM
K apXuBam
BHYTPH 3all[HIaeMON CETH
K CEKpEeTHOH nHpopManuu
K 3aIlIMIIaeMOoii ceTH

34. Ilpouecc UMHTAIMN XaKEPOM JPYKECTBEHHOTO apeca Ha3bIBaeTCs
CKPIKOM»
IPOHUKHOBEHUEM
B3JIOMOM
«cry(uHTOM»

35. IIpemocraBieHue JieraabHBIM MOJIb30BaTeNeM MU GEpEeHIIMPOBAHHBIX PaB JIOCTYyIA K
pecypcam CHCTEMBI — 3TO

ueHTUDHUKAITHS

ayIuT

ayTeHTU(UKALNS

aBTOPHU3AIIHS

36. IIpoBepka MOUTMHHOCTH ITOJIB30BATEIS TI0 IPEIBIBICHHOMY UM UACHTH(PHUKATOPY — ITO
aBTOPH3AIIUS
ayTeHTU(UKALIHS
ayIuT
uJeHTUDUKAIAS

37. CBOWCTBO, KOTOpOE rapaHTHPYET, YTO HH(OPMAITH HE MOXKET OBITh TOCTYITHA FITH
pacKphbITa /1151 HEABTOPU30BAHHBIX JINUYHOCTEN, 0OBEKTOB UM MIPOLIECCOB — 3TO
JEeTEPMUHUPOBAHHOCTD
JIOCTOBEPHOCTD
L[EJIOCTHOCTh
KOH(HIEHIIMATIBHOCTb

38. Cucrema, O3BOJISIONIAs pa3AeIUTh CETh HA JIBE WM OOJiee YacTel M peann3oBaTh Habop
HPaBUJI, OTPEISIISAIONINX YCIOBHSI TPOXOKACHHSI TAKETOB U3 OJTHOI YacTH B JAPYTYIO,
Ha3bIBACTCS

OpaHIMay’poM

Opay3epom

MapIIpyTH3aTopoOM

¢buIbTpOM

39. KoMmbIoTepHBIM BUPYCOM Ha3bIBACTCS:

mobas mporpamma, co3JjaHHasi Ha fI3bIKaxX HU3KOIO YPOBHS

HeOouIbIIast MporpamMma, CriocoOHast K CAaMOKOIUPOBAHUIO, KOTOPAst MOKET MPUIUCHIBATH
ce0st K IpyruM nporpaMmmam

¢aiin, conepxamnit MaKpoChl



HCT IMMPAaBUJIBHOI'O OTBCTA

40. YTo 13 HIKENEPEUUCICHHOTO SIBJISIETCS OJTHUM U3 CIIOCOOOB 3alIUThI MH()OpMAIIUY Ha
KOMIIbIOTEPE?

3aIuTa MapoJieM JaHHbBIX

nepparMeHTaIus )KeCTKOTO IUCKa

MIOJTHOE OTKJIFOUEHUE CUCTEMHOTO 0JIOKa

MepeyCTaHOBKa OMEPALIMOHHOM CUCTEMBI

HET MPaBUIBLHOTO OTBETA

BCE OTBETHI MPaBUJIbHBIC

41. Yro Takoe pyTKHUT?
BPEIOHOCHAS IPOTPaMMa, OTCIICKHUBAIOIIAs], KAKHE CAMThI TOCEUIAeT MOIb30BATEIb
nporpamma, OJIOKHPYIOIIasi JOCTYI K KOMITBIOTEPY U TpeOyromas IeHbIU 3a
Ppa30JIOKUPOBKY
porpamMma Jijisi CKPhITOTO B3SITHS I10JI KOHTPOJIb B3JIOMAHHOM CUCTEMBI
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI BEPHBI

42. Tlox ¢pUIIMHTOM ITOHUMAIOT

PaCCBUIKH OT UMEHH TOMYJISPHBIX KOMITAHUN WJIA OPTaHU3AINH, COIEePIKANUX CCHUTKH Ha
JIO’KHBIE CAlThI, BHEIIHE HEOTIUYUMBIE OT HACTOSIIHX.

nepepacnpeseneHue (GaiioB U JJOTHUYECKON CTPYKTYPBI AUCKA

peoOpazoBanre HHGOPMAIIUH B IEJIIX CKPBITHS OT HEABTOPHU30BAHHBIX JIUIT

HET MPaBUIBLHOTO OTBETA

BCE OTBETHI BEPHBI

43. Kaxk Ha3bIBaeTcst HHPOPMAIHS, KPYT JIUI], UMEIOLIUX JOCTYI K KOTOPOi OrpaHUYeH?
OTKpBITast
KOH(UACHIIMATbHAS
3amuppoBaHHAs

44. Hludposanue nHoOpMaLuu 37O - ...
npeoOpa3oBanue HH(GOPMAIMH, IPU KOTOPOM COJIEpKaHUE CTAHOBUTCS HEMOHATHBIM JUIS
He 00JIaJalolIMX COOTBETCTBYIOIMMHU OJTHOMOYHMSIMH CYOBEKTOB
npeoOpa3oBaHue HH(OPMAIK B JBOUYHBIN KOA
MpoLecc ckaTusi UHOpMaIUY, C LEIbI0 YMEHBIICHHS 3aHUMAeMOro eif 00bema Ha AHCKe
BCE OTBETHI BEPHBI
HET MPaBUIILHOTO OTBETA

45. Yto Ha3bIBAIOT 3alUTON HHGOpMaAUU?
NPeJOTBpAllleHHE YTeUKH HH(pOpMaIUU
MPEIOTBPAIIEHHE HECAHKIIMOHUPOBAHHBIX JIEUCTBUI
NPEJOTBpAIllEHHE HelpeTHAMEPEHHBIX BO3ICHCTBUI Ha 3alUIIIaeMyI0 HH(OPMAIHIO
BCE OTBETHI BEPHBI

46. Uro MOHMMAIOT MO YTEUKOH HHpOpManuu?

OECKOHTPOJILHBIN BBIXO KOH(PHUIESHIIMATHLHON HH(POpMAIMK 3a TPeIesbl OpraHu3aIiuu
WM KpyTa JIMiI, KOTOPHIM OHa Oblia I0BEPEHa.

IpeJHaMepeHHas opya Uil YHUYTOXEeHHEe HHPOpMaLluu

MpelHaMepEeHHOE OBJIaIcHHE KOH(UIESHIINATIbHON HHpOpMaLiel JUIOM, HE HUMEIOLIUM
IpaBa JOCTyNa K JaHHBIM.



Kontpompyemsie komnerenmun: YK-2.
Oyenka KomMnemeHYyull OCyuecmeisiemcst 8 COOmeemcmauu ¢ maoauye 4.

Tembl KypcoBbIX padoT

He npenycmotpeno

Bomnpocs! k 3a4ery

Cemectp 4

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.

RO ~NOR~wNE

28.
29.
30.
31.

32.
33.

34.
35.

OcHOBHBIE TIOHATHS 3aUTH HH)OpMAIK U HHPOPMAITHOHHON 6€30MaCHOCTH
AHanu3 yrpo3 nH(hopMalruoOHHON 6€301MacHOCTH

AHanu3 yrpo3 ceTeBoil 0€301acHOCTH.

Cnioco0s1 obecrieueHust THPOPMAIIMOHHOM 0€30MaCHOCTH

OCHOBHBIE TTOHATHS TTOJUTUKH O€30MMACHOCTH.

CrtpykTypa NoiIuTUKH 0e30nmacHOCTH opranusanuu. [lponeaypsl 6e3omnacHocTu
PazpaboTka moauTuku 6€301macHOCTH.

Crangaptel HHPOPMALIMOHHON 6€30MaCHOCTH

OcCHOBHBIE TIOHATHS KPUNTOrpapUIECKON 3auThl HH)OpMaIIH

CHUMMeTpHUYHbIE KPUIITOCUCTEMBI IU(POBAHUS

AcUMMeTpHYHBIE KPUTITOCUCTEMBI MM (PPOBAHNUS

KomOuHMpoBaHHas KpUNTOCHCTEMA MIM(PPOBAHUS

DnexTpoHHas QPOBast MOIMUCH U GYHKINS XIMIUPOBAHUS

VYmpasieHrue KpUNTOKII0OYaMU

AyTeHTH(HKAINS, aBTOPU3ALUS U aJMHHUCTPUPOBAHUE EHCTBUN TIOIb30BaTENCH
bezonacnocts KUC.

be3onacHoCTh 00J1aYHBIX BHIYUCICHUI.

Obecneuenue 6e3onacHocty OC.

@DYHKIMHM MEXKCETEBBIX IKPAHOB

OcobeHHocTH (GYyHKIIMOHUPOBAHUS

CxeMbl ceTeBoi 3amuThl Ha 6a3e MO

KoHuenuus noctpoeHus: BUPTYalbHBIX 3alIMIIEHHBIX ceTeil VPN

VPN-pemienus A1 IOCTPOEHHUS 3alUIIEHHBIX CeTeH

[TpoTokosbl popMUpOBaHUS 3alUIEHHBIX KAHAIOB HA KaHAJIBHOM YPOBHE
[TpoToxosibl popMUpOBaHUS 3AIUILIEHHBIX KAHAIOB HA CEAaHCOBOM YPOBHE

3amuTa 6ecpOBOIHBIX CeTel

Apxurekrypa cpencts OezonmacHoctu [PSec. 3ammra mepenaBaeMbIX JaHHBIX C
nomoinbto nporokonos AH u ESP

ITpoTokon ynpasnenusa kpunrokirodamu IKE

OcnoBuble cxembl npuMeHenus IPSec. [Ipenmyiecta cpenct 6e3onacuoctu [PSec
VYnpasnenue uaeHTuGUKaIUend U J0CTYIIOM

Opranuzanys 3allMIIEHHOIO YAAJeHHOro aocTymna. lleHTpann3oBaHHBI KOHTPOJIb
yaJIeHHOTr0 JOCTyIa

VYnpasieHue J0CTYIIOM O CXeMe OJJHOKPaTHOTO BXoja ¢ aBTopuzanueii Single Sign-
On (SSO)

[Tpotokon Kerberos

Wndpactpykrypa ynpasiieHus oTKpbIThIMU Kitodamu PKI

TexHonorus aHanu3a 3alMILEHHOCTH



36. TexHomoruu oOHApy>KEHUS aTak
37. KoMmproTepHble BUPYCHI U TPOOJIEMbI aHTUBUPYCHOW 3aIIUTHI.
38. Konmenus aganTUBHOTO yIpaBiIeHHs 0€30MaCHOCTHIO.

BOl'[pOCLI K 3K3aMEHYy

He npeagycmotpeno
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